COMPANY OVERVIEW

CyStack Security

General Information

CyStack Vietnam Joint Stock Company (CyStack., JSC) was
founded in 2017 by a group of white-hat hackers & information
security experts. We act as a member of Vietham Information
Security Association (VNISA) & Vietnam Union for Development
of Cyber Safety and Security Products. The company is 1 00+ 2000+
specialized in developing cybersecurity solutions for modern customers served  websites protected
organizations to fight against evolving threats.

CyStack Vietham has been a trusted security partner of 2000+ 1000+

numerous domestic and international corporations. Creating a .
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connected platform of cybersecurity products to minimize digital
risks within organizations at all sizes is our key mission.

Quick Facts

Products

WhiteHub

WhiteHub is the #1 bug bounty platform in Vietham. WhiteHub enables enterprises to connect with WhiteHub
researchers (including pen-testers, white-hat hackers & professional bug hunters) all over the world to find
vulnerabilities in digital products (i.e. web app, mobile app, loT, API, source code,...).

See more: https://whitehub.net

Cloud Security
Cloud Security is the next-generation solution for website, server, and cloud service security.

By performing security monitoring on defined targets, Cloud Security helps prevent websites and servers from being
attacked by the latest vulnerabilities as well as helps prevent data loss in CRMs, cloud services, or enterprise systems.

See more: https://cloud.cystack.net

Endpoint Security

Endpoint security is currently the best solution to manage security for computer networks as it is able to run at kernel
level with an ultra lightweight agent which takes less than 1% of system resources. Endpoint Security’s detection
system is built based on the MITRE ATT&CK® standard.

See more: https://endpoint.cystack.net



Team & Findings

Our team members are experienced security researchers which are regular speakers at world-known conferences
(Blackhat Asia, Blackhat USA, T2, Xcon) and professional bug hunters who got their names on prestigious enterprises’
Hall of Fames (Microsoft, Dell, HP, Deloitte, etc).

We work continuously on the latest technology along with security research to keep our products best in class. We
regularly release technical posts, vulnerability findings, advisories and whitepaper in the cybersecurity industry.

Some of our outstanding publications are:
e Unauthenticated Remote code execution vulnerability in D-Link devices (CVE-2019-16057)
¢ Integer overflow vulnerability in MQTT protocol (CVE-2019-19307)
e Redback: Advanced Static Binary Injection (Blackhat Asia 2020)
¢ Demigod: The Art of Emulating Kernel Rootkits (Blackhat USA 2020)
e Static Binary Instrumentation (T2 infosec conference)
s Static Binary Injection (XCon 2019)

Our research and publications can be found at: https://blog.cystack.net/
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CyStack is a cybersecurity startup founded by a group of security CyStack Vietnam Joint Stock Company
experts in Hanoi, Vietnam. Our mission is to develop reliable security No.1, 23 Le Van Luong, Thanh Xuan, Hanoi. ( ystaCk
products to fight evolving threats within organizations. (+84) 247 109 9656 | contact@cystack.net
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